
Identifying and controlling hazards to prevent adverse outcomes
or to mitigate those that, inevitably, do occur.

Risk management addresses three important questions:

  ¶ Have I identiý ed the main hazards and risks in my environment?
  ¶ Do my prevention and mitigation activities address my risks?
  ¶ Are my prevention and mitigation activities working effectively to 

eliminate or minimize risks? 

The extent (and cost) of prevention and mitigation activities should be 
proportional to the severity of the risk.  The goal is to reduce risk in a 
cost effective manner, without compromising quality or doing harm to the 
mission.

RISK MANAGEMENT AT NIH

The systematic process of applying risk management principles and processes 
to identify, analyze, and respond to risk at the project level.  It addresses the 
following kinds of questions:

¶  Are we losing sight of objectives as the project goes on?
¶  Are we ensuring that the results will improve NIHôs ability to complete its 

mission?
¶  Are we ensuring sufý cient funds are available, including funds to address 

risks?
¶  Are we tracking progress to ensure ñquicker/better/cheaperò objectives 
  are being met?

      ¶  Are we recognizing new risks along the way, such as new IT 
     systems or staff changes?
¶  Are we taking corrective action to prevent or ý x problems rather 

       than simply allocating more money and time to them?

  

At the agency level and cascades down throughout NIH, addressing all major 
risk areas, such as:

  ¶ Extramural and/or IntramuralðGrants management, scientiý c 
review and reporting, possible scientiý c misconduct, protection 
of human subjects in clinical trials, and observance of research 
protocols

  ¶ Research informationðPrivacy of research participants and records 
management

  ¶ OtherðAccurate reporting of ý nancial and performance 
information, information security, procurement, and property

RISK MANAGEMENT OPERATES .  .  .
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¶  Government-wide attention to managing risks of all kinds, not just ý nancial 
or administrative, is increasing

¶  This increased attention is happening in the private sector alsoðit holds 
managers accountable for their decisions

¶  Sound and ethical program management is the foundation of success in 
accomplishing NIHôs mission

¶  When properly implemented, risk management provides a sound defense 
against problems that detract from the agencyôs ability to carry out its 
mission

Ofý cial Guidance
The Ofý ce of Management and Budget has set forth some speciý c new 
requirements for agencies to strengthen their risk management programs, 
beginning in FY 2006.  The new guidance is set forth in OMB Circular A-
123: Managementôs Responsibility for Internal Control.  (The terms ñinternal 
control,ò ñmanagement control,ò and ñrisk managementò sometimes are used 
interchangeably.)

OMB guidance emphasizes MANAGEMENTôS responsibility for taking adequate 
steps to reduce RISKS in programs.  OMB speciý es three risk management 
objectives:

¶   Efý ciency and effectiveness of operations
¶   Reliability of ý nancial reporting
¶   Compliance with applicable laws and regulations

OMB also requires that management self-report annually that ñcontrolsò are in 
place and working.  Any serious deý ciencies in such controls must be reported as 
ñmaterial weaknessesò and must be corrected.  The Circular is supported by GAO 
standards, and supplemented by guidelines from HHS. Details from all these 
sources are codiý ed in NIH Policy Manual Chapter 1750.

BENEFITS OF RISK MANAGEMENT

NIH-wide
¶ Accomplish mission better 

(ensure economy, efý ciency and 
compliance; avoid waste and 
mismanagement; avoid resource 
drain of responding to allegations 
of mismanagement, and of doing 
work over)

¶ Early warning of problems; fewer 
ñgotchasò from outside

¶ Credibility with all stakeholders, 
including Congress, HHS, OMB, 
GAO

Managers at various levels
¶ Coný dence that functions under 

their responsibility are being 
properly managed; effective; and 
free from ethical lapses, waste, 
fraud, abuse, and threats to health 
and safety

¶ Coný dence that they will be the 
ý rst to know if things start going 
off track and will have time to ý x 
them

¶ Credibility with supervisors; data 
and information to make a case 
for improvements and supporting 
resources

At the project level.  Project risk is the probability that something may go 
wrong or at least not happen as planned. Risks are different for each project 
and change as the project progresses. Examples of project risks include lack 
of staff buy-in, loss of key employees, questionable vendor availability and 
skills, insufý cient time, inadequate project budgets, funding cuts, and cost 
overruns.

RISK IS .  .  . PROJECT RISK MANAGEMENT IS .  .  .  
The potential for adverse outcomes that can happen when hazards go 
unchecked.

  ¶ Hazards and adverse outcomes are all around in every organization 
  ¶ Without constant vigilance, hazards will hinder mission 

accomplishment by adversely affecting critical operational aspects, 
such as agency reputation, employee welfare, program performance, 
ý nancial integrity, legal liability, and management performance

  ¶ Risks exist in all areas at NIH, including both extramural and 
intramural research, research information, IT, ý nance and 
administration

  ¶ Risks can cause small problems that become large if not managed, or 
risks can cause unexpected, large disruptions

  ¶ The importance of any given risk is a combination of the 
likelihood that it will cause an adverse outcome and the 
probable severity of related losses

RISK MANAGEMENT ALSO 
OPERATES .  .  .  

RISK MANAGEMENT IS IMPORTANT RISK MANAGEMENT IS.  .  .




